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CLIENT’S CHALLENGE

CYTREX CYBERS’ APPROACH

CYBER INCIDENT RESPONSE 
CASE: HIGHER EDUCATION, FERPA

A college with an enrollment of approximately 1,000 students was one of 
many higher education institutions hit with ransomware in 2022. While the 
school was not explicitly required to notify students and parents of the breach 
under FERPA, the U.S. Department of Education suggests notification as a 
best practice. And under some state laws, notification may be required. The 
challenge is that each state and has differing breach notification triggers. And 
FERPA has been amended and interpreted numerous times, making it difficult 
to determine what information is protected as part of an education record. 
Additionally, there were international notification requirements that had to be 
taken into account due to the enrollment of international students.

From the outset, we expected the density of the PII and PHI within the dataset to be highly reportable, and we weren't wrong.
By talking with the client about our expectations and providing them with a dashboard within the first 24 hours of the dataset's
contents, we quickly knew the exact data we were looking for and removed 78% of the dataset from downstream activities before 
we ever started. While we could reduce the size of the dataset, we still had to contend with the voluminous amount of reportable 
PII and PHI that spanned a ten-year timeframe. Ultimately, the entity list was four times larger than the client expected. Still, by using 
unique identifiers, we delivered a highly accurate entity list within our originally stated timeline and budget.
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WHY CYTREX CYBER?

“You guys are the best at meeting the client where they are. And your style of communication works well for me.”

Notify the right people on time

Contact us today for assistance with your
incident ir@cytrexcyber.com

+1 877.998.0949

Trust your cyber incident notification 
project to the experts at CyTrex Cyber.

24 hrs = Dashboard to Client Data Reduction78% 

On-Time and On-Budget


